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A case officer review of this list before the meeting
or its use as a check-list during the meeting may prove
helpful, Analysis of production in former DA operations
has shown that the number of the above topics on which each
double agent reported ranged from 5 to 18, with an average -
of 10, Although this. -range is .obviously dependent upon the
DA's access and the life-span of the operation, it also '
depends upon the thoroughness of the case officer. Failure
to debrief a knowledgeable DA on predecessor services or
any other item listed above nullifies a prmcxpal purpose of
the operation,

Z. For the adveréary.

a. As noted above, KUBARK must keep careful
records of all classified information released to the DA,
In addition, it'is suggested that the case officer keep a log
on all' of the DA's reports to the adversary, whether classi-
fied information is included or not, If the DA reports to
the adver sary in writing, the case officer should take at
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least two cop1es of cach report before approving it for
release, one to be {orwarded to headquarters and the other ‘
to be retained,  If the DA reports verbally, the KUBARK .
case officer may require him to submit a written version;
or the case officer may elect to write a full account. What-
ever methods are used, it is i.mportant to keep close tabs
on the agent's reporting to the adversary. Such a record
may make it easier to detect a DA's transmittal of un~ -~
authorized information, It will certainly facilitate a com--
parison of hostile requirements and the DA's production

for the adversary and thus make it easier for the case
officer to put himself in the place of his opposite number ==
that is, to mirror-read the operation, And finally, iu the
broadest sense,. KUBARK's effective conduct of counter-
intelligence-{including deception) requires that headquarters
maintain a current and complete record of all information

known to have reached adversary hands.

b, Despite the general principle that it is almost
always better to require that the DA obtain on his own the
information which he reports to the hostile service, some
cases necessitate the release of build-up material, The; -
twin problems of acquiring such material and obtaining ..

clearances for;its use are easier to solve.if the operation.. . . '
has been developed.according to a plan carefully designed:

to satisfy specific counterintelligence requirements, The

release much more readily if the potential gain to national
security is demonstrable,

D, Mirror-Reading,
1. Throughout the life of the operation the case officer

should consider each development not only from his own
point of view but also from that of his adversary. Ounly in
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this way can he cstimate whether the operation looks
normal to the opposition, whether the agent is making
satisfactory progress, and what action the hostile service
is likely to undertake at critical jumciures,

2. Mirror-reading is not merely a process of putting
oneself in the other man’s place, It is a process of being
3

the ertaponist, as nearly as is possible, and then vicwir i

the operation, Therefore the case orilcer needs 1o hnow
as much as he can about the antagenict personally, the
scciion and base in which he works, nis headquarters --
in fact, his cntire service, Iic aled needs to Frow SOINC -

thing of the typical customs, thouchis, and feelings of the

country which the hostile service represents. Otherwise
the case officer will be a mentaliy transplanted Americarn,
Lis rnirror-reading out of focus and his conclusions dis-
torted. The came distortion resulss from identifying the
adversary service incorrectly,

3. Yor the kind of information that allows the case
officer to mirror-read accurately he is partly dependent
on the agent, He needs to draw freom the agent all the
details and nuances of the DA's meetings with the adver-
Bary, so that he can sense the character of the opposing
case officer and the flavor of his reiationship with the agens,
In doing so, the KUBARK case officer must rectify dis-
tortiorns produced by the a
vation that the hostile cas

gent's personality. The obser

¢

cificer is brutal and overbearizgz,

fu o

ust be ron
for exarnple, must be rea

r e

v i made by a normally
confident man, another way if expressed by a fearful perscn,

4. A knowledge of the service a5 a whole and of its
&
headquarters is particularly important for sound handling

of DA operations run against Comnounist services because

of their characteristic centralization, The operation will
be misread if the KUBARK case officer attributes to his
opposite number decisions actually made at a headquarters
far away.
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4. As was noted in Part [I, cover must be established
for KUBARK, the case officer, the DA, and agent meetings,
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¢. The double agentis cover for clandestine work
for the adversary is a problem for the adversary, not
KUBARK, to resolve, But the KUBARK case officer must
consider the agent's cover as a double, In practise DA
cover is necarly identical with cover for DA meetings, As
a rule such cover does not consist of a valid reason for
overt association, as it may in a positive operation, because
it is necessary to conceal {rom the opposing service all
indications of AIS association {except under such specialized
circumstances as deception operations). The problem is
more one of concealment than of cover, Selectionof a
proper meeting site or sites and training the DA in sound
security practises are the best defenses, Once the adver-
sary service learns that the DA is in touch with the A1S or
even.with an American, the operation may become worse
than valueless,

5. Like other agents, DA's -~ and especially willing
doubles -~ sometimes tell wives, mistresses, and others
about their clandestine activities for either side or both,
despite all admonitions to the contrary. DA's have been
knwon to exaggerate their roles, in order to impress, and
to confide that they are chiefs of services, undercover
staff members, and the like, Discovering such indiscre-
tions, some KUBARK case officers have merely repri- '

manded the agent and coantinued the operation as before
leaving the confidant half-in and half-out of the case, l l
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6. A security check-list is included in Part VIO of o
™ this guide.

v

F. Adversary Seccurity,

1. As was mentioned earlier, the fundamental principle
regarding adversary security is that the KUBARK case
officer should not interfere. Adversary services have been
guilty of some elementary breaches; meeting agents in
their homes, exposing the clandestine status of agents to
families and friends, failing to provide or even consider
agent cover for trips, using ill-chosen or untrained couriers,
requiring travel too frequently, and other sins, Fearing
that such practises w.ll expose the operation to local
security forces, the KUBARK case officer may be tempted
to tighten up his opponent's operation, But intervention "
by KUBARK is likely not to save the operation but to blow
it, to local security, the adversary, or both, Our restraint
may permit flaps or near-flaps, from the adversary's view-
point; but experience has shown that unless a flap indicates

. that his agent has been doubled, the adversary is not
“-likely to terminate., On the other hand, flaps do tend to
‘cause the opposing service to view the agent and oper-
ation with increased scepticism and may produce periods
of inactivity which are profitless for KUBARK, If the
agent is somewhat sophisticated and aggressive, and if
his relatipnship with the hostile case officer permits, he
may be told to complain about sloppy handling. In any
! event, the underlying principle remains the same: the
' adversary's problems are his, not ours. If rapport is
good, the DA tends to present his KUBARK case officer
with difficulties created for the agent by the opposing
service, And naturally, the case officer must not refer
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the double agent to the adversary so coldly that the DA
feels rebuffed, Sympathy and perhaps non-discernible
material assistance #ve in order, along with an explan-
ation of why our direct intervention would imperil the
agent,

G. Communications,

1, Adversary Communications,
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2, KUBARK Communications.
@, In the unilateral, post-war, KUBARK DA cases
studied to date, direct meetings between case officer and
agent have been by far the commonest method of communication.
- 63 - ERAN0
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Although personal contact is slightly more risky than
other mecthods because it increases the damage that can
be done by a DA who is giving tTe edge to the opposition,
its advantages are notable, The possibilities for adver-
sary counterintelligence manipulation of the operation

arc increased if KUBARK maintains communication solely
by an impersonal means. KUBARK!'s opportunities for
testing the case are largely restricted to testing its
product, For this rcason it is especially important in
W/T, 5/W, and similar operations to remember that more
than one adversary service may be involved or that the
opposition may not be the service that the circumstances
seem to indicate, Even if the adversary is identified
accurately, KUBARK!'s inability to assess psychologically,
employ LCFLUTTER, interrogate, or otherwise probe
directly greatly increases the risk of being deceived,

b. Personal meetings are sometimes supplemented
by additional forms of communication, chiefly the tele-
phone, open code mail, and 5/W. A fast emergency
channel is essential in most DA operations because the
initiative rests with the adversary, who may require the
agent to act quickly. If forced to act on his own, because
he cannot reach the KUBARK case officer, the DA may
wreck the operation,

c. Details of KUBARK's communication channels
with the DA, like other details of our modus operandi,
should be included in the reporting to headquarters, A
primary reason is that such reporting enables headquarters
to study the effectiveness of our methods and to make the
results of such study available to others who can use them,

H. Finances.

1. The key principle in paying DA's is that the
money should be used by the case officer as one of his

- 64 - TR
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instruments of manipulation and control,
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4. Hostile services have more frequently made pay-
ments to relatives on behalf of the agent than has KUBARK.
The operational value of such payments depends chiefly on
how the DA feels about the recipient, He may be grateful,
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or he may be uninterested in the recipient's welfare and
inclined to view such payments as involuntary deductions
from his own salary,

5, If the opposition directs the DA to take a trip or
otherwise incur expenses for which he lacks funds, the |
KUBARK case officer should be hesitant about supplying

the money,

The adversary ray be testing. Usually the

DA should respond by explaining hig problem to the
opposing service,

I. Reporting.
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¥I. CASE OFFICER'S CHECK LIST S
The questions that {fellow are intended as a check list
to be used by KUBARK case officers to ensure that none
of the essentials of a double agent operation have been
overlooked.
T
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